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Measurement is the first step that leads
to control and eventually to improvement.
If you can’t something, you
can’t understand it. If you can’t

it, you can’t control it. If you
can't It, you can’t It.

H. James Harrington
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Anomaly Detection

nase 1: Measure — Collect & Store
nase 2: Understand —» Analyze&Visualize
nase 3: Control = Monitoring

nase 4: Improve - Anomaly Detection



Phase 1: Measure



Collect & Store
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Phase 2: Understand
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Phase 3: Control



Monitoring
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Phase 4: Improve



Anomaly Detection

Types of anomalies In time series

Outliers
Change points
Anomalous time series
Generic Anomaly Detection Systems



Caution: AI__ert overlaql
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Server Anomalous
Performance

Problem: Parallel jobs are cancelled
because some of the nodes have poor
performance. Computation is lost.

Detection: Analyze & visualize server
metrics to spot the anomalous node

Objective: Automatically detect low
performance nodes



Analyze & Visualize
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Anomalous Performance Detection

HBase SLURM
OpenTSDB SparkSQL

‘\‘\“‘ ) /.-—"
Execution node ™~ " Batch system
‘ p

metrics S » job information

Spark Anomaly Detector

i For each job analyzes time series




Results

6 months
11965 jobs

22 anomalies detected
Precision: 100%

Recall: 96%

--score: 0.98




Conclusions

No longer needed to delete old data

Understand your data

Generic anomaly detecion systems
generate too many alerts

Target specific use cases
Maintain number of alerts low



Thanks!



SSH Attack Detection

Problem: Daily our public servers are
scanned and attacked

Detection: Correlate real-time SSH
connection information to detect attacks

Objective: Automatically update router
configuration to stop the attacks



SSH Attack Detection

Consumes SSH connection
information in real time

SSH Attack Detector]

Detects anomalous activity
Publishes suspicious IPs

i Applies new rules to routers
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